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Abstract	
With	the	continuous	development	of	Internet	technology,	the	methods	of	online	fraud	
are	constantly	being	renovated,	and	the	fraudsters	have	changed	their	ways	to	deceive	
people.	In	recent	years,	college	students	have	been	targeted	by	fraudsters	and	become	
the	target	group	for	their	crimes.	In	view	of	this,	the	author	carried	out	an	investigation	
activity	on	campus	and	took	this	opportunity	to	conduct	in‐depth	discussions	on	cyber	
fraud	incidents,	mainly	taking	Xizang	Minzu	University	as	an	example,	using	the	method	
of	 field	research	 to	 investigate	510	college	students,	 to	 find	out	 that	college	students	
suffer	from	cyber	fraud.	Reasons	for	fraud,	put	forward	reasonable	suggestions,	and	seek	
corresponding	countermeasures	in	order	to	better	protect	the	property	safety	of	college	
students	and	their	own	rights	from	being	infringed.	
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1. Questionnaire	Analysis	

This article uses a self-made questionnaire mainly for college students in Xizang Minzu 
University. A total of 510 questionnaires were distributed, 510 were recovered, and 372 were 
valid. Due to the large number of paper questionnaires and the inconvenience of statistics, we 
have focused and targeted statistics on the problems. Based on the analysis of 372 valid samples 
from Xizang Minzu University, we found such a phenomenon. Among the 372 people who have 
suffered online fraud There are 112 people, which means that 30.1% of the respondents have 
been poisoned by Internet fraud, and three out of ten people have experienced Internet fraud. 
This is a problem that should not be underestimated and needs to be solved urgently. In 
addition, in the collected questionnaires, some students were asked to give some personal 
suggestions for dealing with online fraud, and many of them mentioned what individuals and 
schools should do. Since these two parties are mentioned, the work of these two parties in the 
field of online fraud must be lacking and needs to be improved. When summarizing the causes 
and countermeasures of online fraud, we will also give due consideration and combine the 
suggestions given by our classmates in order to make the conclusion as practical and practical 
as possible, and be truly effective in dealing with online fraud.  

2. Reasons	Why	College	Students	Suffer	from	Internet	Fraud	

2.1. Personal	Level	
The current generation of college students is born in the 00s. This generation was born in the 
era of rapid development of the Internet. Almost everyone can use the Internet to carry out 
daily activities (chasing dramas, shopping, playing games, online classes...), Internet The life of 
college students is full of life, and college students have a natural and deep connection with the 
Internet. It can be said that college students are frequent visitors to the Internet world, or even 
aborigines. The information on the Internet is mixed, and college students are easily deceived 
by "bad" information and fall into the traps and traps of bad people.  
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Before entering the university campus, college students have been immersed in their studies, 
preparing for the college entrance examination and admission to the ideal university, living a 
life of two points and one line between school and home, being carefully cared for by school 
and family, and have never seen the dangers of society. , The social experience is shallow, the 
childishness has not disappeared, it is easy to trust others, and the awareness of prevention is 
weak. In the eyes of fraudsters, it is a "fat sheep" and it is easy to be targeted.  
Not long after college students enter the adult world, they are ill-conceived in the way they deal 
with problems, and they are not thoughtful about problems. After suffering online fraud, they 
mostly choose to remain silent and resist the bitter consequences of online fraud. After college 
students enter the university campus, their high schoolwork pressure is greatly reduced, and 
they have more spare time. In addition, their self-awareness is enhanced, and they want to ask 
their parents for money less, so they have the idea of part-time jobs. The part-time 
advertisements of "Easy Make Money, Earn Rebates by Paying Bills" attracted a lot of attention 
to college students at that time, but they lacked legal knowledge and did not know that paying 
bills was illegal. "Easy money with a mobile phone" is also absurd. brushing is more of a scam. 
At the beginning, it may make people taste a little sweet, but after a long time, the more you 
invest, you will find that there is a bottomless abyss behind all this, and you are trapped in it. 
extricate themselves. Some even engage in gambling for a living under the banner of swiping 
orders.  
College students have weak awareness of the rule of law and lack professional legal education. 

2.2. School	Level		
School network security education has not been done properly, and the form of publicity and 
education is too simple, traditional, superficial, lacking depth, novelty, and creativity. In dealing 
with online fraud, most colleges and universities will choose simple and easy-to-use methods 
such as posting warning notices to allow students to learn from it and stay vigilant, but this 
seemingly simple method has little effect, and few students Will carefully read the warning 
notices on the notice board, so the school often does nothing. In addition, the relevant 
symposiums held by the school in the past were also more traditional and boring. The content 
was too academic, and the students' participation was low, and the effect of the activities was 
poor, which had little effect on the prevention of online fraud for students.  
 In the absence of specialized organizations and institutions, teachers have not done enough 
research on online fraud, and there is no way to guide students in dealing with online fraud, 
play a role in preventing warnings, and dealing with emergencies.  
Legal education is not in place, students lack legal awareness, and they are easy to enter the pit 
of online fraud such as part-time jobs online.  

2.3. Family	Level	
Parents, as their children's first teachers, neglect to teach their children, make mistakes in 
educational methods and concepts, lack communication and care with their children, and fail 
to fulfill their duties as parents in the stage of building their children's three views. Parents are 
not in place in the prevention of online fraud, allowing fraudsters to take advantage of the 
loopholes.  

2.4. Social	Level	
Judicial organs have not punished cyber fraudsters enough, and some of them are indulging in 
them; the investigation mechanism of cyber fraud cases is not perfect, and the investigation 
methods need to be updated, which gives fraudsters an opportunity to despise the majesty of 
the law and become more daring; The attitude of resisting online fraud is not strong enough, 
and fraudsters should see the attitude of the society and make them stay away; the social 
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publicity work on online fraud is not in place, and it has not attracted the attention of the whole 
society.  

3. Analysis	of	Countermeasures	to	Deal	with	Internet	Fraud	

3.1. Personal	Level	
As college students, if we can stand out in the college entrance examination, we must not be far 
behind. Therefore, in dealing with online fraud, you should give full play to your own subjective 
initiative, consciously learn and understand the knowledge of online fraud, and beware of being 
deceived. In response to the call of the state, actively download the national anti-fraud app and 
open relevant permissions; pay attention to accumulating knowledge of online fraud in 
peacetime, and understand the latest information about online fraud; pay attention to 
protecting your personal information, express mail and other things with personal information 
need to be handled carefully, Erase personal information and then discard it, and do not easily 
leak private information to outsiders; establish correct three views, maintain vigilance, do not 
trust online information, have your own judgment in everything, do not act rashly when 
encountering unknown links, and click and enter your personal account at will Passwords are 
wrong, which will expose you to the risk of account theft and even property loss. Friends 
borrow money from you through WeChat, QQ and other social software, and you need to verify 
your identity and confirm your identity before proceeding, so as not to give fraudsters a chance 
to commit crimes; consciously Learn relevant legal knowledge, strengthen your own legal 
concept, do not be blind; cherish your study time, strive to increase your skills, less indulge in 
the online world, study more, read more, read more newspapers, exercise more, and strive to 
be a good boy in the new era , and strive to add glory to the country and the family in the future.  

3.2. School	Level		
Enrich the form of network security education, no longer stick to the old form, and let network 
security truly take root in the hearts of the people. For example, hold a network security 
symposium, invite police uncles to analyze typical cases of network fraud on the spot, and teach 
how to deal with network fraud; hold network security knowledge contests, debate 
competitions, online fraud short drama performances, legal publicity weeks and other campus 
activities to let students Really participate, no longer passively obtain information, learn and 
grow in the competition, after all, they are the protagonists of cybersecurity education; include 
cybersecurity education into the scope of elective courses, systematically explain cybersecurity 
knowledge, and make cybersecurity education a daily routine , ubiquitous, infiltrating every 
corner of the campus, and really attract the attention of students.  
Set up a special network security team, train relevant teachers, pay attention to current affairs 
news, and timely inform students about new methods of online fraud and countermeasures. Be 
careful and meticulous in the work of network security education, so that network security 
education can really play a role, effectively protect the rights and interests of students, 
safeguard the harmony and stability of the school, build a beautiful campus, and stand guard 
for students to study well.  
Strengthen the links of legal education, enhance students' concept of the rule of law, and strive 
to make college students learn, understand, abide, and use the law, and use legal weapons to 
safeguard their legitimate rights.  

3.3. Family	Level	
Parents, as the first responsible person for their children, should have the courage to take 
responsibilities, fulfill their due obligations, and take up the burden of educating their children 
instead of pushing it to the school. There is a great responsibility for parents today. 
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Parents should pay more attention to their children in daily life, communicate in a timely 
manner, understand their children's needs, and establish a close family relationship with their 
children. Advise your child at the right time to keep your child from going astray. In dealing 
with online fraud, children may be a little immature to deal with it alone, and they are easily 
deceived by scammers. This is where the presence of parents is necessary.  
To prevent online fraud, you must have a correct outlook on life, values, and world views. 
Parents should pass on a down-to-earth concept to their children in peacetime, educate their 
children that they need to work hard in everything, think twice before doing things, and don't 
believe in the nonsense of "pie in the sky", Need to know "there is no free lunch in the world".  
Before the child leaves the arms of the parents and goes out to college alone, the parents, as the 
"recovered person", should make a prediction of the danger that the child is about to face, 
explain clearly what should be explained, and take precautions in advance, so that the child has 
a psychological preparation. Take some indirect lessons to avoid being caught off guard by 
unexpected dangers. 
Parents should pay attention to the cultivation of children's legal concepts, so that children can 
accumulate more legal knowledge in peacetime, so as not to suffer from legal blindness in this 
era of online fraud.  

3.4. Social	Level	
The judiciary has improved the laws and regulations on online fraud, punished the online 
fraudsters vigorously, made them suffer a little bit, paid for their own actions, and succumbed 
to the majesty of the law and stopped committing crimes; Fraudsters go unpunished; increase 
the publicity of online fraud, you can use the current popular self-media platforms that bring 
together many young people to conduct online publicity, and create a good social atmosphere 
for dealing with online fraud; relevant law enforcement departments enter the campus to 
communicate with college students. Close contact, tell and analyze classic cases of online fraud, 
popularize the latest online fraud methods and countermeasures, and increase the 
effectiveness of online fraud publicity; post banners and slogans to increase social attention to 
online fraud; The promotion of anti-fraud apps will increase the download rate and penetration 
rate of national anti-fraud apps.  

4. Conclusion	

In the collected questionnaires, some students were asked to make suggestions and suggestions 
for dealing with online frauds. Many of them mentioned what individuals and schools should 
do, and many people half-jokingly said, "It's enough to be deceived once." , I know in my heart 
that what I said is true and reasonable, but in my opinion, although direct experience makes 
people grow faster, online fraud is not a good thing. . In addition, dealing with online fraud is 
not just a matter of individuals and schools. It needs to integrate the forces of individuals, 
schools, families, and society to achieve this. The absence of either party may cause things to 
develop in another direction. In order for college students to spend their time in college safely, 
successfully complete their university studies, and become available talents, these four forces 
need to join hands and work together to escort college students. At the end of the article, the 
author sincerely hopes that all college students will not become the fish under the knife of 
fraudsters and will not be hurt by online fraud! 
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