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Abstract	

China	 is	the	 largest	market	of	online	car‐hailing	 in	the	world,	and	the	 first	country	to	
recognize	the	legal	status	of	online	car‐hailing	in	the	whole	country.	Generally	speaking,	
since	the	legalization	of	the	online	car‐hailing	two	years	ago,	the	industry	has	developed	
on	the	normative	road,	but	its	risk	is	still	high,	and	new	forms	of	risks	keep	rising.	The	
concept	of	online	car‐hailing	is	briefly	defined,	and	the	four	characteristics	of	online	car‐
hailing	are	concluded:	high	degree	of	 internetization,	extensional	non‐specific	object,	
simplification	of	admittance,	and	digital	supervision.	According	to	the	characteristics	of	
the	situation	in	the	new	period,	the	five	major	security	risks	of	the	online	car‐hailing	are	
summed	up	and	the	reasons	for	the	risks	are	analyzed,	then	the	countermeasures	are	
put	forward	in	light	of	the	actual	needs	of	the	actual	supervision	of	the	online	car‐hailing,	
providing	 ideas	 and	 methods	 for	 the	 supervision	 of	 online	 car‐hailing	 in	 the	 new	
environment.	
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1. Introduction	

The	Chinese	government	proposed	the	''Internet+''	plan	in	2015,	emphasized	the	development	
of	the	sharing	economy,	since	then,	various	online	car‐hailing	platforms	are	multiplying,	and	
the	online	car‐hailing	industry	has	entered	a	period	of	rapid	development,	the	scale	of	online	
car‐hailing	users	has	grown	rapidly.	In	2016,	China	first	recognized	the	legal	status	of	the	online	
car‐hailing	in	the	world.	With	the	improvement	of	people's	quality	of	life,	the	way	of	mass	travel	
has	been	changing,	and	traditional	urban	traffic	has	gradually	failed	to	meet	the	needs	of	the	
masses.	 As	 a	 new	 mode	 of	 transportation	 service	 under	 the	 sharing	 economy	 model,	 it	
revitalizes	the	social	idle	vehicle	resources	and	changed	the	way	of	mass	travel	and	facilitates	
the	lives	of	the	people,	and	has	far‐reaching	significance	for	cities	with	heavy	traffic	pressures.	
However,	while	the	sharing	economy	models	bring	new	developments	to	traditional	industries,	
the	lack	of	management	brings	a	series	of	security	risks	to	society	and	participants.	The	online	
car‐hailing	 has	 been	 legal	 for	 nearly	 two	 years,	 its	 risks	 still	 exist,	 and	 the	 public	 is	 more	
concerned	 about	 the	 future	 development	 of	 the	 online	 car‐hailing.	 This	 paper	 attempts	 to	
analyze	the	concept	and	characteristics	of	 the	online	car‐hailing,	summarizes	the	risk	of	 the	
online	 car‐hailing,	 finally	 explores	 the	management	 strategies	 of	 the	 online	 car‐hailing,	 and	
provides	 ideas	 and	 methods	 for	 the	 supervision	 of	 the	 online	 car‐hailing	 in	 the	 new	
environment.	

2. Overview	of	Online	Car‐hailing	

(1)	The	concept	of	online	car‐hailing	
The	online	car‐hailing	belongs	to	the	taxi	service,	but	it	is	obviously	different	from	traditional	
taxi.	Our	country	defines	online	car‐hailing	as	"the	business	activity	of	building	service	platform,	
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integrating	 supply	 and	demand	 information,	using	qualified	vehicles	 and	drivers	 to	provide	
non‐cruise	 taxi	 service	 based	 on	 Internet	 technology	 ".	 It	 integrates	 the	 information	 of	 idle	
traffic	resources	such	as	vehicles	and	drivers	through	the	Internet,	establishes	the	relationship	
between	 idle	 resources	 and	 demanders	 through	 the	 platform;	 eliminates	 information	
asymmetry,	achieves	the	optimal	allocation	of	resources	and	intelligent	transportation	travel.	
(2)	Characteristics	of	the	online	car‐hailing	
1.	High	Internet.	
Through	 the	 Internet,	 big	 data	 and	 other	 technologies,	 the	 online	 car‐hailing	 platform	 has	
realized	the	connection	between	passengers	and	drivers	through	the	online	car‐hailing	client.	
The	passengers	 select	destination,	 the	 travel	path	 calculation,	 the	 travel	 forecasting	 fee,	 the	
arrangement	of	the	driver's	order,	payment,	evaluation,	driver's	salary	settlement,	etc.	are	all	
completed	 through	 the	 Internet.	 Through	 the	 cloud,	 supply	 and	 demand	 information	 is	
integrated,	passenger	transport	efficiency	is	improved,	travel	pressure	is	eased,	and	the	service	
evaluation	mechanism	is	used	to	 improve	 the	service	 level	of	 the	network	car,	and	they	are	
advantages	compared	with	the	traditional	taxi	industry.	
2.	The	extended	objects	are	not	specific.	
Ordinary	taxis	only	involve	the	services	of	passengers	and	drivers,	while	the	online	car‐hailing	
involve	passengers,	drivers	and	platform	companies	in	the	service.	In	practice,	some	private	car	
drivers	connect	their	private	cars	with	car	rental	companies	and	labor	dispatching	companies;	
form	a	''four‐side	agreement''	model	among	shared	platform	companies,	car	rental	companies,	
labor	dispatch	companies	and	drivers.	In	addition,	the	formation	of	the	passenger	main	body,	
the	diversity	of	the	network	main	body	riding	sharing	has	led	to	complex	legal	relationships.	
3.	Access	simplicity.	
As	 a	 product	 of	 the	 "Internet+"	 era,	 the	 online	 car‐hailing	 is	 temporarily	 lacking	 effective	
supervision;	therefore,	the	access	simplicity	is	a	prominent	feature	of	the	online	car‐hailing.	The	
access	simplicity	of	the	online	car‐hailing	is	reflected	in	two	aspects:	first,	the	entry	barriers	for	
the	 online	 car‐hailing	 practitioners	 and	 the	 vehicles	 are	 low;	 second,	 the	 entry	 barriers	 for	
online	car‐hailing	platform	enterprises	are	 low.	Taking	the	Didi	platform	as	an	example,	 the	
applicant	only	needs	to	provide	identity	information	and	vehicle	related	information,	as	well	as	
the	driver's	license	and	driving	license,	after	successful	auditing	by	the	platform,	the	driver	can	
become	a	network	driver	without	any	contract	documents	with	the	platform.	From	the	reality	
point	of	view,	as	long	as	the	network	car	platform	has	the	corresponding	technical	capabilities,	
it	can	provide	online	car‐hailing	service.	
4.	Information	supervision.	
First	of	all,	the	platform	collects	and	analyzes	the	evaluation	of	each	passenger	and	driver;	the	
evaluation	results	are	open	to	both	passengers	and	drivers,	 the	whole	process	 is	completed	
quickly	by	APP	through	the	Internet,	compared	with	the	traditional	taxi	industry,	passengers	
only	 need	 to	 use	 their	 fingers	 to	 complete	 the	 evaluation	 process,	 so	 the	 post‐event	
management	 cost	 of	 the	 online	 car‐hailing	 is	 very	 low	 compared	 with	 the	 traditional	 taxi	
industry,	which	is	more	conducive	to	improving	service	quality.	Secondly,	compared	with	the	
traditional	taxis,	the	network	car	records	the	relevant	data	in	real	time,	through	the	analysis	of	
these	data,	the	security	management	activities	of	the	online	car‐hailing	will	be	greatly	simplified.	

3. Security	Risks	of	the	Online	Car‐hailing	

The	characteristics	of	 the	online	car‐hailing	determine	 the	objective	 inevitability	of	 security	
risks;	the	security	risks	of	the	online	car‐hailing	mainly	include	the	following	five	types:	
(1)	Personal	safety	risks	
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The	online	car‐hailing	has	emerged	within	a	few	years,	and	news	reports	about	the	violation	of	
personal	safety	by	the	online	car‐hailing	driver	and	passengers	are	endless.	The	personal	safety	
risks	of	the	online	car‐hailing	are	manifested	in	various	forms,	including	harassment,	insults,	
assaults,	 slander,	 and	 even	 rape	 and	 killing	 of	 drivers	 and	 passengers.	 During	 the	 riding,	
passengers	 may	 be	 harassed	 by	 a	 small	 number	 of	 low‐quality	 online	 car‐hailing	 drivers,	
especially	women,	the	elderly,	students	or	passengers	who	are	alone	in	the	car;	it	is	difficult	for	
them	to	resist	the	driver,	vulnerable	to	damage	in	the	confined	space	of	the	vehicle.	
(2)	Property	security	risks	
Since	the	advent	of	the	online	car‐hailing	service,	cases	of	robbery	against	the	online	car‐hailing	
have	 occurred	 from	 time	 to	 time.	 From	 a	 large	 number	 of	 real	 cases,	 both	 drivers	 and	
passengers	may	become	targets	of	robbery.	Most	of	the	online	car‐hailing	seem	to	be	a	relatively	
safe	private	car,	compared	with	taxis	with	isolation	barriers,	people	generally	do	not	have	the	
wariness	to	protect	property	security,	this	will	make	drivers	and	passengers	who	attempt	to	
plan	illegal	activities,	carry	out	activities	to	steal	property,	and	even	openly	rob.	
(3)	Traffic	safety	risks	
The	 traffic	 safety	 problems	 of	 the	 online	 car‐hailing	 are	 obviously	 different	 from	 the	 taxi.	
Compared	with	the	traditional	taxi	industry,	due	to	the	Internet	characteristics	of	the	car	hailing	
mechanism	of	the	online	car‐hailing,	the	online	car‐hailing	driver	often	checks	the	car‐hailing	
information	on	the	app	platform	on	the	Internet	during	the	driving	process,	handles	the	order	
problem,	and	views	the	route	plan.	According	to	the	research	report	of	the	China	Consumers	
Association,	some	drivers	of	online	car‐hailing	have	a	low	awareness	of	safe	driving,	and	there	
are	many	unsafe	behaviors.	20.1%	of	the	experiencers	reflect	the	drivers	call	during	the	driving	
process,	and	16.5%	of	the	experiencers	reflect	the	drivers	play	with	a	mobile	phone	in	driving	
process,	this	number	is	quite	amazing.	
(4)	Information	leakage	risks	
Personal	 privacy	 disclosures	 are	 common	 in	 the	 development	 process	 of	 Internet‐related	
industries,	Due	to	the	highly	Internet‐based	nature	of	online	car‐hailing;	the	risk	of	information	
leakage	cannot	be	ignored.	The	online	car‐hailing	platform	holds	a	large	number	of	personal	
sensitive	privacy	information	and	travel	information	of	drivers	and	passengers,	and	involves	
various	pieces	of	 information	 such	as	passenger	 travel	 time,	 route,	destination,	 and	 contact	
information.	 In	 the	 era	 of	 big	 data,	 using	 these	 sensitive	 private	 data	 information	 for	 deep	
mining	will	gain	more	personal	privacy	information	such	as	passengers'	home	addresses,	work	
units,	etc.,	and	personal	privacy	is	difficult	to	guarantee.	
(5)	Access	management	risks	
Access	management	risks	are	mainly	the	black	industry	security	risk	faced	by	the	online	car‐
hailing.	The	so‐called	network	black	industry	chain	refers	to	the	gang‐style	criminal	behavior	
with	computer	network	as	the	tool.	The	black	industry	is	not	well	known	to	the	public,	and	its	
activities	 are	 generally	 carried	 out	 underground,	 but	 its	 harmfulness	 is	 no	 less	 than	 the	
traditional	crimes	and	can	gradually	erode	an	industry.	The	black	industry	of	the	car‐hailing	is	
mainly	concentrated	in	the	"black	taxi"	and	scalping	two	aspects.	

4. Management	Countermeasures	of	the	Online	Car‐hailing	

The	emergence	of	the	network	car	conforms	to	the	development	tide	of	the	sharing	economy	in	
the	Internet	era;	it	is	the	embodiment	of	the	development	concept	of	innovation,	coordination,	
green,	 openness	 and	 sharing,	 it	 is	 necessary	 to	 encourage	 the	 innovation	 and	 standard	
development	of	the	online	car‐hailing,	rather	than	restrict	its	development.	At	present,	there	
are	still	many	problems	in	the	online	car‐hailing	industry,	and	the	legal	norms	in	management	
are	still	 insufficient,	 it	 is	necessary	 to	 take	appropriate	measures	 to	eliminate	 the	 impact	of	
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various	 risk	 factors,	 strengthen	 the	management	of	 the	online	 car‐hailing,	 and	promote	 the	
online	car‐hailing	industry	to	become	more	standardized	as	soon	as	possible.	
(1)	Bring	online	car‐hailing	into	special	industry	management.	
At	present,	 the	online	car‐hailing	 is	mainly	managed	by	 the	 transportation	department,	and	
involves	public	security,	industry	and	commerce,	price,	development	and	other	departments.	
Now	the	online	car‐hailing	platform	has	integrated	multiple	functions	such	as	traditional	taxi,	
ride,	car	rental,	and	driving	service,	it	is	not	a	single	appointment	for	a	taxi,	and	there	are	more	
hidden	dangers	in	public	security,	once	a	vicious	incident	occurs,	it	will	promptly	ignite	public	
opinion,	and	it	is	imperative	to	establish	a	sound	standardized	management	system.	According	
to	 the	 above	 risk	 analysis,	 the	 online	 car‐hailing	 industry	 is	 easy	 to	 be	 used	 for	 illegal	 and	
criminal	activities,	considering	that	some	areas	have	already	integrated	the	taxi	industry	into	
local	 special	 industry	management,	 the	online	car‐hailing	 is	 included	 in	 the	special	 industry	
management,	which	is	operational,	but	the	attribute	differences	between	online	car‐hailing	are	
different	from	the	general	taxi	industry.	Under	the	new	situation,	the	management	of	special	
industries	for	online	car‐hailing	can	be	considered	from	the	following	three	aspects.	
1.	Strictly	check	the	access	of	the	online	car‐hailing	drivers	
Through	the	analysis	of	 the	risk	of	 the	online	car‐hailing,	 the	quality	 level	of	 the	online	car‐
hailing	driver	is	an	important	factor	affecting	the	safety	of	passengers.	The	qualifications	of	the	
online	car‐hailing	driver	should	be	reviewed	from	the	following	two	points:	first,	the	online	car‐
hailing	drivers	should	be	strictly	examined.	First	of	all,	 the	online	car‐hailing	drivers	should	
have	 more	 than	 3	 years	 of	 safe	 driving	 experience;	 secondly,	 the	 relevant	 background	
qualification	 examination	 of	 the	 driver,	 the	 content	 of	 the	 examination	 should	 include	 the	
criminal	record,	the	review	of	the	violation	record,	by	setting	the	corresponding	safe	driving	
standards,	drivers	who	have	more	violations	in	the	record	shall	refuse	the	application	according	
to	the	standard.	Second,	the	online	car‐hailing	car	platform	should	report	the	information	of	the	
driver	 who	 passed	 the	 examination	 to	 the	 public	 security	 department	 for	 record,	 and	 the	
supervision	department	should	conduct	random	checks.	
2.	Innovate	the	concept	of	special	industry	supervision	for	the	online	car‐hailing	
The	car‐hailing	is	a	product	of	the	Internet	era;	the	supervision	of	the	online	car‐hailing	need	
to	conform	to	the	trend	of	the	times	and	innovate	the	supervision	mode.	The	ideal	car‐hailing	
supervision	mode	 should	 be	 that	 the	 online	 car‐hailing	 platform	 companies	 supervised	 by	
government,	platform	companies	supervise	online	car‐hailing	and	driver,	establish	a	new	path	
of	 "government	 +	 enterprise"	 online	 car‐hailing	 supervision	 in	 line	 with	 the	 "Internet	 +"	
development	direction.	China's	online	car‐hailing	management	can	refer	to	the	California	model,	
the	 government	 issued	 the	 online	 car‐hailing	 and	 the	 driver's	 operating	 conditions	 and	
qualifications,	 the	 online	 car‐hailing	 service	 platforms	 implement,	 the	 network	 platforms	
regularly	 report	 online	 car‐hailing,	 driver	 information	 and	 all	 operations	 service	 data	 to	
management	 department,	 which	 forms	 a	 new	 “government	 +	 enterprise”	 supervision	 path,	
namely	use	 ''government	manage	platform,	platform	manage	vehicle''	 to	manage	online	car‐
hailing.	
3.	Focus	on	cracking	down	on	the	black	industry	chain	
The	registration	service	provided	by	the	black	industry	of	online	car‐hailing	does	not	conform	
to	the	relevant	provisions	of	the	state,	resulting	in	huge	potential	safety	hazards.	Information	
leakage	is	the	main	reason	for	the	existence	of	a	large	number	of	black	vehicles;	hackers	make	
"clone"	registration	documents	through	the	local	vehicle	data,	and	help	register	vehicles	with	
local	vehicle	models	and	licenses.	On	the	one	hand,	the	information	leakage	of	motor	vehicles	
is	 that	 the	 information	 system	 of	 traffic	 control	 department	 has	 security	 loopholes	 or	 is	
attacked	by	hackers;	people	with	ulterior	motives	can	steal	relevant	vehicle	information.	The	
government	should	strengthen	the	confidentiality	management	of	relevant	information,	strictly	
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check	 and	 fill	 the	 loopholes	 in	 the	 system,	 and	 examine	 the	 possibility	 of	 internal	 leaks;	
moreover,	it	should	attach	importance	to	cracking	down	on	the	registration	of	licensed	vehicles,	
and	unite	the	platform	of	online	 licensed	vehicles,	crack	down	the	vehicles	operating	on	the	
road,	but	also	on	the	source	of	the	black	vehicles.	
(2)	Innovate	safety	management	method	of	the	online	car‐hailing	
On	the	way	to	driving	a	vehicle,	the	driver's	call	can	cause	the	driver	to	overlook	the	front,	it	is	
called	 “blind	 driving”	 and	 “blind	 driving”	 has	 already	 ranked	 first	 in	 current	 road	 traffic	
accidents.	Through	the	above	analysis	of	the	traffic	safety	risks	of	the	online	car‐hailing,	due	to	
the	 inherent	 characteristics	of	 the	online	 car‐hailing,	 the	behavior	of	watching	 the	phone	 is	
significantly	higher	than	the	traditional	taxi	industry.	It	should	be	stipulated	that	the	driver	of	
the	online	car‐hailing	should	not	have	the	ability	to	make	calls	during	driving,	if	there	is	any	
violation,	the	platform	should	impose	a	penalty	for	temporary	driving.	
(3)	Properly	solve	the	passenger	information	leakage	caused	by	the	online	car‐hailing	
At	 present,	 China	 has	 detailed	 regulations	 and	 strict	 management	 for	 information	 security	
protection	 in	 the	 online	 car‐hailing	 platform.	 The	 traditional	 taxi	 industry	 passengers	 are	
almost	anonymous,	while	the	online	car‐hailing	drivers	directly	grasp	the	passengers'	relevant	
information	by	dialing	 the	 telephone,	because	 the	passengers	of	online	car‐hailing	are	high‐
value	business	target	active	groups,	if	there	are	criminals	who	collect	these	information	records	
for	interest	and	sell,	passengers'	privacy	is	also	not	guaranteed.	The	author	believes	that	for	the	
online	 car‐hailing	 driver	 can	 use	 a	 unique	 number,	 and	 cooperate	 with	 the	 three	 major	
communication	companies,	the	passenger	contact	information	take	the	encryption	method.	
(4)	Define	the	legal	responsibility	of	the	online	car‐hailing	
The	 technical	 characteristics	 of	 the	 online	 car‐hailing	 platform	 itself	 make	 its	 legal	 status	
unclear.	The	online	car‐hailing	platform	is	generated	under	the	support	of	big	data	and	Internet	
technology:	 the	 processing	 capability	 of	 information	 is	 its	 core	 competitiveness.	 The	
intermediary	of	the	passenger	and	the	driver	is	the	online	car‐hailing	platform.	The	passengers	
release	 their	own	path	and	position	 through	 the	online	car‐hailing	platform	App;	 the	driver	
obtains	the	passengers'	path	and	position	by	grabbing	the	order,	in	this	process,	the	platform	
is	only	responsible	for	providing	relevant	information	to	both	the	passenger	and	the	driver.	The	
online	 car‐hailing	 platform	 is	 the	 only	 provider	 of	 information,	 which	 obtains	 revenue	 by	
relying	 on	 the	 provision	 of	 information	 and	 additional	 services.	 In	 the	 conclusion	 of	 the	
passenger	 contract,	 the	 online	 car‐hailing	 platform	 actually	 plays	 a	 major	 role	 in	 the	
matchmaking	process;	the	whole	process	is	related	to	the	online	car‐hailing	platform,	if	there	
is	no	platform	passenger	contract,	the	passenger	contract	cannot	be	achieved.	
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